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Dharamshi Commodities Pvt. Ltd.
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SOCIAL CYBER CRIME

- Pravinchandra S. Dharamashi (Surat)

Evolution is a continuous and constant
process. Evolution is a process of change.
Generally what nature does is called evolution.
While what we human do may be called
change, alteration, advancement and
progress. In society most of the changes are
done to improve our life style, for comfort, for
economic gain to name a few reasons for the
change. In human society earlier physical
power or strength was considered superior,
so people with physical strength like wrestlers
were respected. Even in other commercial and
agricultural activities, the emphasis was on
physical power, force, strength or tenacity.
Persons who can work for longer hours or can
perform tough, hard and strenuous jobs were
given more rewards and recognition. With the
passage of time, human invented machines
which can perform hard, harsh, tough tedious,
monotonous and works or activities which need
too much physical power or extended working
hours. But the use of machines needed
intelligence as well as knowledge and skills.
So emphasis and respect shifted to the
persons who were mentally powerful or
intelligent. So, the demand for such persons,
who were skilled, trained and technically
knowledgeable, increased. With the passage
of time, more and more sophisticated controls
and automation in all the human activities
became routine. Then came the advent of
computers, microelectronics, chips,
microprocessors and mobile, handy and user
friendly gadgets, which changed the life style
of human race. Today with the flip of touch you
can perform such operations or work which
earlier took hours and too much human
intervention. This is the brief narration of
progress of human race.

In society there are always crimes and
criminals. The method of perpetrating crime
or what is called modus operandi also
changed with the passage of time. As detailed
earlier, the physical power was considered

superior in olden times, so criminals used this
physical power to perpetrate crimes like loots,
dacoity, robbery, abductions and extortion. With
the passage of time, the criminals became
more sophisticated and started using their
brain and knowledge which lead to white collar
crimes like scams, frauds, and misuse of
credit or debit cards to name a few such
crimes. With the wide spread use of
electronics and software in our day to day
activities and more so in trade, commerce and
banking activities, the criminals also evolve new
methods of crime which is now called CYBER
CRIME. One such cyber crime includes
hacking the pass word of bank account and
fraudulent withdrawals of cash. These are
economic crimes or the motive behind the
crime is to get monetary benefits.

Electronics and soft ware have become
the part and parcel of our daily life. With the
use of internet and a PC in almost all urban
houses, the social contacts (without physical
travelling or meeting) have also increased. This
lead to what is known a SOCIAL
NETWORKING. Face book, Twitter and
Linkadin are some of the widely used social
networking sites. Criminal minds use even
information such as mobile number or
photograph available on such sites for
defamation of the person they hate. The brief
details of one such incident which was reported
in a T.V. serial are highlighted as under.

A teenager boy fell in one sided love with
a young girl. The girl did not respond to the
boy's overtures. The girl had some other
friends. The rejected and dejected boy became
furious and decided to make the girl's life a
hell. The boy got hold of the girl's photo as well
as mobile number. He then with the use of
computer prepared obscene photographs of
the girl and published the same on net with
her mobile number and projected her as a call
girl. The girl started getting frequent phone calls
from different persons, asking her for her

5.€.9). usi2l-2a4lz21 @ di. 1 2l v [3Aw2 W2 @ 10



charges and other indecent things. The girl
became a mental wrack. Fortunately her family
was beside her and they reported the matter
to the police. The police with the help of cyber
specialists could nab the culprit after a lot of
efforts.

My son and | have our accounts on face
book. We find many K.D.O. girls and women
on face book. After the above incident, we feel
that the girls and women should not display
their photographs and mobile numbers on any
social sites. Criminals may misuse the same.
This article is written with the intention that we
learn from someone else's mistake and be on
our guard. Of late many incidents are reported
in local news papers, wherein a criminal
minded person makes what is known as MMS
(a small video clip or film taken with the help of
mobile phone or handy cam) in which innocent
persons (young girls in majority of the cases)
are portrayed in indecent acts or positions. The
criminals use such MMS either to blackmail a
person or to extract money. So beware of a
person taking your photographs. My son and
wife suggested that | write on this topic as
social cyber crimes are increasingly on the rise.
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